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The purpose of this course is to develop a managerial perspective of digital networks, network security, and sccurity of networked
systems. The student will gain concepts and skills in components, architecture, and configuration of network security within the
context of IP networks and networked systems. The course also introduces the principles of computer and information security, risk
analysis and risk management in the context of information systems. Analysis of information resources, threat and system

”;L" vulnerabilitics will be tied to the development of policies to contain and manage risk with emphasis on a strategy of "defense in
Az depth”. The course will explore the ethical questions of computer privacy and the evolution of legal responsibilities for the security

information systems.
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%2 Fundamentals of Network Security,” by Eric Maiwald, ISBN 0-07-223093-2. (McGraw Hill)

Bl AR & A B 2 ) A tentative schedule of lecture topics is given below.

Chapter 1-What is information security?; Chapter 2-Types of Attacks

Chapter 3-Hacker Techniques; Chapter 4-Information Security Services

Chapter 5-Legal Issues in Information Security 777, Chapter 6-Policy

Chapter 7-Managing Risk ???; Chapters 8 & 9-Information Security Process and Best Practices

Chapter 10-Firewall; Chapter 11-VPNs

Chapter 12-Encryption ?77; Chapter 13-Intrusion Detection

Chapter 14-Desktop Protection; Chapter 15-Unix Security Issues

Chapter 16-Windows NT Security Issues 777

Chapter 17-Windows 2000 Server Security Issues

Chapter 18-Internet Architecture

Chapter 19-E-Commerce Security Needs 777

Chapter 20-Wireless Security
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